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Abstract: In this paper, the authors propose a practical design method useful in control and
supervising of control system in presence of process faults. The fault detection and isolation (FDI)
problem is an inherently complex one. Because of this reason, we have considered the case when
one or more parameters of process are modified. The immediate goals is to preserve the stability
of process and, if is possible, to control the process in a slightly degraded manner.
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1. INTRODUCTION

Fault detection and isolation (FDI) techniques
have been widely used in process industry to
detect faults in actuators and sensors. If a fault is
detected, the structure of the controller can be
changed to get the best possible response of the
system, or the system can be stopped.

Fault-detection approaches can be classified as
model-free and model-based paradigms [1], [2].
Model-free fault diagnosis includes all the
techniques that do not rely upon models of the
underlying system, while model-based methods
try to diagnose faults using the redundancy of
some mathematical description of the dynamics.
Examples of model-free techniques are the
methods based on spectral analysis, pattern
recognition and statistical classification, and the
classical limit and trend check [3]. From the

beginning of the seventies, there have been
numerous theoretical advancements in fault
diagnostics based on analytical redundancy.
According to this approach, all the information
on the system can be used to monitor the
behaviour of the plant, including the knowledge
about the dynamics. The presence of faults is
detected by means of the so-called residuals, i.e.,
quantities that are over-sensitive to the
malfunctions. Residual generation can be
performed in different ways: parity equations
[4], observer-based generation [5], and the
methods based on parameter estimation [6].
Neural networks and fuzzy systems have also
been applied in model-based FDI [7]. The
necessity to  obtain good  diagnostic
performances without installing a lot of
redundant and dedicated expensive equipment,
forces the diagnostic tools developers the
techniques available to processing all the
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information that are "hidden" in the
technological process. In fact what the reality of
industrial systems can offer to the engineer
charged to implement the monitoring functions,
is usually very inadequate: poor models
available, lack of redundancy, insufficient
number of measures, noise on the acquired data,
unmodeled disturbances [8], [9] and [10].

All failure detection methods exploit redundant
data which is obtained either directly, when two
or more sensors are available for measurement
of a process variable, or analytically, when a
process variable is estimated using the
mathematical process model. These redundancy
relationships may then be exploited to generate
residual signals. Under normal operating
conditions these residuals are "small" in an
appropiate sense and yet display distinct patterns
when failures occur. The failure diagnosis
process consists in three stages:

a) Modelling of process (state estimation,
parameter estimation, statistical decision
theory, etc.).

b) Residual generation. The residuals are
independent of true measurements but reflect
the effects of modeling uncertainty, noise
and component failures. In the absence of
failures and gross modeling errors the
residuals are unbiased showing agreement
between measurements and model-based
predictions.

¢) Residual analysis. Due to the effects of
noise and model uncertainty the residuals
must be carefully examined to determine the
presense of failures (detection) and which
system components have failed (isolation).

2. THE GENERATION OF RESIDUE
DURING THE MODEL-BASED
DIAGNOSIS

When the system has the actuators affected by
faults, this situation can be described by the
relation:

{X(z) = Ax (t) + Bu (t) + Bu ,(t) )

y()=Cx (t)+ Du (t) + Du ,(t)

where x(t) is the system’s state, y(t) is the
system’s output, u(t) is the system’s command

and the vector u,(r) represent the fault vectors

for the actuators. The transfer function type
input-output representation for the system is the
following:

y(s) = H(s)u(s)+ H(s)u,(s) 2)
where
H(s)=C(sI—A)"'B+D 3)

The residue generator is a linear processor
whose inputs consist in the input and output of
the monitored system. This structure can be
expressed mathematically so (Figure 1):

_ u(s) | _
r©)=[PEOE)]| = Pls)u(s) + Q()y(s)
y(s)
“)
The matrixes P(s) and Q(s) are transfer

matrixes built using linear, stabile systems.
According to the definition, the residue is
designed to become O in the case of fault
absence and different from 0, in the presence of
faults.

r(t)=0if and only if u, (£)=0 (5)

For the residue generator r(s) to be a fault
indicator, the transfer matrixes P(s) and Q(s)
must satisfy the relation:

P(s)+QO(s)H(s) =0 (6)

us(s) —| His)
l * w(s)
O

u(s) H(s) J '

+ +
pi) | )= o) |+

|

r(s)

Fig. 1. The generation of the residue.




32

CONTROL ENGINEERING AND APPLIED INFORMATICS

3. RECONFIGURATION PROBLEM

The goal of reconfiguration is to keep the
reconfigured control loop performance sufficient
for preventing plant shutdown. The following
goals are distinguished:

= Stabilisation

= Equilibrium recovery

= Qutput trajectory recovery
= State trajectory recovery

Internal stability of the reconfigured closed loop
is usually the minimum requirement. The
equilibrium recovery goal (also referred to as
weak goal) refers to the steady-state output
equlibrium which the reconfigured loop reaches
after a given constant input. This equilibrium
must equal the nominal equilibrium under the
same input (as time tends to infinity). This goal
ensures steady-state reference tracking after
reconfiguration.

The output trajectory recovery goal (also
referred to as strong goal) is even stricter. It
requires that the dynamic response to an input
must equal the nominal response at all times.
Further restrictions are imposed by the state
trajectory recovery goal, which requires that the
state trajectory be restored to the nominal case
by the reconfiguration under any input.

Usually a combination of goals is pursued in
practice, such as the equilibrium recovery goal
with stability.

4. FAULT MODELLING

Faults may be represented as unknown inputs
acting on the system (additive faults) or as
changes of some  plant  parameters
(multiplicative  faults). A classification of
various types of faults, generally accepted by
specialists, is represented in Table 1 made by J.
Gertler in 1998.

Table 1: A classification of faults [11].

Additive Multiplicative
Sensor fault Parametric fault
Faults
Actuator fault  (plant fault)
Disturbances P.l ant Modeling error
disturbances
Sensor noise
Noises Actuator noise

Plant noise

References for control system

U

Reconfigurable controller

— Inputs of
plant

Faulty plant

U

Fault detection and
isolation

U

L] Fault management
decision

—

Outputs
of plant

Commands for reconfigurable controller

Fig. 2. The structure of the system with
reconfigurable controller.

The Figure 2 shows a plant controlled by a
controller in a standard control loop. The
nominal linear model of the plant is

x(t) = Ax(t) + Bu(?) (7)
() = Cx(t)

The plant subject to a fault is modeled in general
by

).CF(t)ZCFxF(t)+BFu(t) (8)
Vi) =Cpxp(t)

where the subscript F indicates that the system
is faulty. This approach models multiplicative
faults by modified system matrices. Specifically,
actuator faults are represented by the new input
matrix B, sensor faults are represented by the
output matrix Cr, and internal plant faults are
represented by the system matrix Ar. The
bottom part of the Figure 2 shows a supervisory
loop consisting of fault detection and isolation
(FDI) and reconfiguration which changes the
loop by:
= choosing new input and output signals to
reach the control goal,
= changing the controller internals (including
dynamic structure and parameters),
= adjusting the reference input.
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References for control system
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Reconfiguration block

— Inputs of
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isolation

U

Fault management
decision

Outputs
of plant

Commands for reconfiguration block

Fig. 3. The structure of the system which assures
the fault hiding. The goals of the control system
and the nominal controller are preserved.

5. FAULT HIDING

During the following the fault hiding principle is
presented. A reconfiguration block is placed
between faulty plant and nominal controller
(Fig. 3). The reconfigured plant behaviour must
match the nominal behaviour. Furthermore, the
reconfiguration goals are pointed out.

This paradigm aims at keeping the nominal
controller in the loop. To this end, a
reconfiguration block is placed between the
faulty plant and the nominal controller. Together
with the faulty plant, it forms the reconfigured
plant. The reconfiguration block has to fulfill the
requirement that the behaviour of the
reconfigured plant matches the behaviour of the
nominal that is fault-free plant.

6. APPLICATION

To exemplify the algorithm which assures the
hiding of the fault, let’s consider a MIMO
process with two inputs and two outputs.

R(s) v

Reconfigurable
block D(s)

y C(s)

Controller

vy

vy

Inputs

A

\ A
Actuators Kj

vy
Process H(s)

vy

vy Outputs

Fault detection and
isolation

Fig. 4. The structure of reconfigurable system.

The structure of the reconfigurable system is
presented in Fig. 4.

First, let’s consider the normal situation (fault
free). Let be the matrix transfer attached to the
process:

©

o (S)_{lel(s) lez(s)}
() =

szl(S) szz(S)

and the matrix transfer function for actuators,
who are considered proportionally, for simplify
the calculus:

K, =|fa O (10)
470k,

The transfer matrix for reconfigurable block is:

_ Dy (s)  Dyy(s)
m”{%@)%ﬁj "
where:

Dy (s)= Ci(s) (12)
R] (S) R, (s)EO,V/(;‘tj,lIZl,iz’jzlaiz’k:ﬁ

and where the Rj(s) are the outputs of the
controller and the Ci(s) are the outputs of the
reconfigurable block (the commands for the
actuators).

To obtain a faster response of the system, we
can choose D(s) for instance, with the form:
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(13)

D(s) = 1 Dy, (s)
Dy, (s) 1

For carry out the uncoupling, it is necessary that
the transfer matrix:

G(s)=H ,(s)K 4D(s) (14)

to has the form:

G(s) = {Glg(s) Gzi)(s)} (15)
So, we have:
katH 11 (YD1 (5) + kg H 1 ()= 0

koo H 1y (s 16
= Dy (s) = _k:H—:?((S)) (16)
Ky H 522 (9)D3y (5)+ kg H 31 (5) =0

kg H 1 (5) (17)

= Dy (§)=—————
21( ) ka2Hp22(S)

and respectively:

G(9)=ky I:lel (s)— HpizwH pon (S)] (18)

szz (s)

Gp(s) =k l:szz (s)— B Hpon (S)} (19)

lel(S)

Another suggestion of the authors, if it is
possible, is to impose the G(s) matrix with the
form:

(20)

0 szz(S)

G(S):|:Hp11(s) 0 }

In this case we respect the dynamic input-output
of the process on the principals channels. In
these conditions, for D(s) with generally form
(11), we have the relations:

kgt H p11(s)Dyy () +kgr H 15 (s)Dyy () =

21
=H 1 (s) =Gy (s) 2D

kgt H 11 ($)D1y(8) + kg H 15 (8)Dyy (s) = 0(22)

kgt H 21 ($)Dy1(8)+kyoH ppy (8)Dy(s) = 0(23)

katH 21 (8)D15 () + ko H 55 (5)Doy () =

(24)
=H 5 (s) =G ()

From (21), (22), (23) and (24) we obtain the
expression of the components of D(s) matrix:

Dy (8) =[H p11($)H pp (8)]%
) 1 25)
kot [H 11 (8)H 25 (8) = H 15 ($)H 51 (5)]

Dy, (s)= —[lez(S)szz ($)]x
N 1 (26)
kal[lel(S)szz (s) —lez(S)szl(S)]

Dy (s)=—H p11(s)H 31 (s)] X
) 1 Q7)
ks [H p1y(S)H 55 (8) = H 12 ($)H 51 (s)]

Doy (8) =[H p11($)H 35 (8)]%
1 (28)
ko [H 11 ($)H oo (s) = H 12 ($)H 51 ()]

X

If we consider also the transfer matrix attached
to the controllers:

(29)

) {Cl(s) 0 }

0 Cy(s)

the transfer matrix for the structure represented
in Fig. 4 is:

G1(5)G(s)
| 1+ G (s)Ci(s)
W= apwaw | O
1+ Gy (s)Cy(s)
If
. S11(s)  Spy(s)
S(s)=8"(s)=| "} v } (€29
’ ’ I:SZI(S) Sy ()

is a desired matrix by the designer, we obtain for
the controllers the next expressions:

Si(s) 1

i =1,2. 32
1_S;(S) Gii(S),l ’ 32

Ci(s) =
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If the process has been modified (internal faults)
it will have a modified transfer Hr(s) matrix. It
is _fault detection and isolation system’s duty to
calculate that.

The objective of the method is to maintain the
controller unmodified. In order to do this, the
reconfigurable block must adapt to the new
conditions. This means that the S(s) and G(s)
matrix must preserve their initial forms, so the
controller remains unmodified. From (21), (22),
(23) and (24) we obtain the expression of the
components of Dg(s) matrix in the fault
condition:

Dpyy(s) = lel (S)Hszz (s)%
1
ka[H ppi1 () H ppop (8)—H pp12 (S)H poy ()]
(33)

D1y (8) =—H ,p12 (S)H oy (5) %
1
kalH pp11 (9)H ppon (8) = H 12 (S)H ppay (5)]
(34)

Dpyi(s) = _lel(S)HpFZI (s)%
1
koo [H pp11 ()H 5 ()= H 512 (S)H fpoy ()]

(35)
Dpoy(s) = HpFl 1 (S)szz (s)%
o 1
kar[H pp11 ()H oy (8) = H ppyn (S)H ppa (5)]
(36)
7. CONCLUSIONS

The presented algorithm is very useful when the
parameters of the process are affected by small
modifications, that influence the functions of the
system in a slightly degraded manner.

The method has its limitations. If the faulty plant
suffers significant changes, which affect the
entire structure, it is difficult, if not impossible,
to maintain the same controller.

The association between the fault detection and

isolation and the reconfiguration methods can
assure a certain immunity from the faults of the
process. From this point of view, the method is
closer to the robust control algorithm.
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