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Abstract: This paper investigates the problem of prognosis of patterns in the context of networked
discrete-event systems with communication delays. In this problem, the pattern to be predicted describes
event sequences modeled by a finite state automaton; communication delays are delays in the observation
channel and the delays are random and bounded. Given a pattern, in order to check whether an
observation-delay system is predictable with respect to the pattern and predict the pattern k steps before it
occurs, a new notion of k-step pattern predictability is defined and an off-line algorithm is presented for
verifying the property. For a predictable system, a predictor is constructed to predict the occurrence of a

pattern on-line during the evolution of the system.
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1. INTRODUCTION

Networked discrete-event systems (DESs) are able to fulfil
autonomous and cooperative tasks by exchanging
information over a shared communication network. So they
have been applied to many practical systems, such as
intrusion detection in networked systems, power distribution
networks etc. In the networked DESs, communication delays
and losses are unavoidable, particularly for communication
over wireless networks. Recently, the impacts of
communication delays and losses on networked DESs are
better concerned in the field of supervisory control. Several
methodologies have been developed for different types of
control problems; see (Park, 2007; Liu, 2009; Lin, 2014; Shu,
2015; Zgorzelski, 2018) for details. This paper considers the
problem of predicting sequence patterns from the behaviour
of a partially observed networked DES with communication
delays.

The main objective of failure prediction is to develop
methodologies for predicting the occurrences of possible
failures arising in the operation of a dynamic system. In the
last decade, the research problem has received considerable
attention (Genc, 2009; Chang, 2013; Yin, 2016, 2019;
Benmessahel, 2017; Liu, 2019; Zhao, 2019). And most of
prior works on failure prediction of DESs pertain to the
prediction of single failure event. However, in many real
systems, a failure may be caused by a sequence of several
events, where any single of them is not a failure event. In the
problem of prognosis, when the predicted failure is caused by
a sequence of one or more observable or unobservable events,
the method is called pattern prognosis.

Pattern prognosis is to predict the occurrence of a pattern that
leads or causes a system to fail or malfunction so that the
system operator can take preventative measures. In recent
years, the problem of diagnosis and prognosis of a pattern has
been studied by many works in the DES literatures. T. Jéron

and H. Marchand et al. formally proposed the notion of
supervision patterns in discrete event systems diagnosis
(Jéron, 2006). S. Genc and S. Lafortune studied the problem
of diagnosis of a pattern in a partially-observed DES and
defined two types of pattern diagnosability: S-type and T-
type (Genc, 2006). T. Jéron et al. investigated the problem of
predicting the occurrence of a pattern in a DES and defined
the new notion of predictability of patterns (Jéron, 2008). L.
Ye et al. proposed the approaches for pattern diagnosis in
distributed DESs (Ye, 2009, 2012). In 2017, G. Lamperti and
X. Zhao considered diagnosis of active systems and proposed
a method for patterns based on semantic (Lamperti, 2017 ). X.
Geng et al. investigated pattern diagnosis in a stochastic DES
and formalized the definition of PA-diagnosability and PAA
diagnosability (Geng, 2020).

However, the above results of patterns are not adapted to
networked DESs with communication delays. Due to the
communication delays and the random nature of the delays, a
system that is originally pattern predictable may become
unpredictable and the designed predictor may not accurately
predict whether a given pattern will occur. Therefore, it is
necessary to concern on the problem not encountered in the
general pattern prognosis.

The paper aims to deal with the new issue of how to predict
the occurrence of a pattern in the networked DESs with
communication delays. In our work, the system is modeled as
a partially-observed networked DES with communication
delays. The sequence pattern to be predicted is modeled by a
finite state automaton (FSA). Given a pattern, our objective is
two-fold: one is to detect whether a system with
communication delays is pattern predictable; the other is to
design a predictor to predict the occurrences of patterns as
soon as possible.

Our main contributions are: 1) formal definition of the notion
of k-step pattern predictability. This notion is a generalization
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of the previous definition of predictability for patterns in
(Jéron, 2008); 2) derivation of the necessary and sufficient
condition for verifying k-step pattern predictability; 3) and an
algorithm of constructing a predictor for detecting on-line
whether a pattern will occur after k steps.

The results presented in this paper are mainly related to the
works of (Lin, 2014; Shu, 2015; Genc, 2006; Jéron, 2008).
The early works of S. Shu and F. Lin (Lin, 2014; Shu, 2015)
considered the problem of supervisor control of networked
DESs. They did not address the pattern prognosis problem as
the paper does. S. Genc and S. Lafortune discussed the
diagnosis of a pattern in partially-observed DESs (Genc,
2006), which is different from the pattern prognosis in our
work. There is a connection between the pattern prognosis
and pattern diagnosis, but they are two different problems.
Our work is closer to (Jéron, 2008), where the problem of
prognosis of a pattern in a partially-observed DES was
investigated and they assumed the system is live. However,
this paper considers pattern prognosis in the context of the
networked DESs with communication delays and relaxes the
assumption.

The remainder of the paper is organized as follows. In section
2, the necessary background on DESs is presented. In section
3, the notion of k-step pattern predictability is proposed. In
section 4, the necessary and sufficient condition of k-step
pattern predictability is derived and an algorithm is presented
for verifying the pattern predictability. In section 5, a
predictor is designed to infer about the occurrence of a
pattern on-line during the evolution of the system. Finally, in
section 6, conclusions are drawn.

2. PRELIMINARIES

In the networked DESs, communication delays are inevitable.
The communication delays in observation channel are called
observation delays (Shu, 2015). This paper only considers the
observation delays in the communication delays and the
following assumptions are made in this work: 1) the delays
are random but they are bounded; 2) the delays will not
change the order of observation; 3) the delays are measured
by the number of events that are executed by the plant after
the occurrence of an event and before its observation.

Here, assume the observation delays are upper bounded by
 events. That is to say, when an event is observed from the
system behavior, the system may have executed x+1events
at most.

A networked DES with observation delays u can be denoted
as

G = (X, 2,6, X %, 4) (1)
where X is the finite state space, X is the set of events,
0:XxX— X is the transition function, X is the set of
marked states and x, € X is the initial state of the system.
Here, by default, all states are marked states. That is X, = X.

¥ denotes the set of all finite or infinite strings over
¥, including the empty string e. The transition function ¢ is

also extended to §: X xX" — X recursively by: for any
xeX,seX and o eZ,8(x,&)=x and 5(X,s0)=5(5(x,S)
,0). When £=0, the networked system reduces to a general
DES, denoted by G.

The language generated by G is defined as L={seX":6
(X,,S) € X}and it is often denoted by L(G). L, (G) is a set of
strings that can reach the marked states and Lm(é) < L(G).
Given a trace s originating from x,, denote L/s as the post
language of L after s, i.e,, L/s={teX :steL}and denote
S as the prefix language of s. Given a string s, the length of s
(number of events including repetitions) is denoted by ||s|.

All events of G are partitioned as £ =3, UZ,, where X,
denotes the set of observable events and X, denotes the set
of unobservable events. ¢ denotes empty sets.

Let P:X" — = denote the usual projection operator which
filters the unobservable events from a trace, and the inverse
projection is P (y) ={s e L: P(s) = y}.

Due to the communication delays, the strings observed by the
observer are often inconsistent with those generated by the

system. Let s be a string and s>, use s, to denote the string
obtained by removing the last x events from the string s. And
the observation mapping with communication delays z,:
' 3, is defined as y, (s)={teX, :t=P(s,,;).i=012
- p}. Its inverse projection is »*(t) ={s<L: z,(s) =t}.
Note that, if 4=0, y,(s) is reduced to P(s). And define
2.(e)=P(e) =¢.

Let x be a state of G (i.e. x e X ). The set of states reachable
from x after an observable string s (i.e.s € ¥;) is denoted by

R(x,s)={x'eX:TteX st z,0)=sA5xt)=x} (2
If s=¢, R(x,&)={x'e X :Tt e st.P(t)=c Ad(x,t) =x}.

3. K-STEP PATTERN PREDICTABILITY

In this section, pattern predictability presented by T. Jéron et
al. (Jéron, 2008) is reviewed first and an example is provided,
then the notion of k-step pattern predictability is introduced.
Finally, the relationship between the pattern predictability
and k-step pattern predictability is analyzed.

Before presentation of pattern predictability, let's give some
basic concepts first.

Definition 1 (substring and subsequence): Given two strings
t and g, if g=stv and s,veX’, then t is substring of
M, denoted as t=yy; if the string t is obtained by deleting zero

or more events (either continuous or discontinuous) from
4, then t is called the subsequence of 4, denoted as tY .
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Definition 2 (pattern and pattern string): Given event set X.
A pattern can be seen as a finite set of bounded strings over
¥, denoted by ®. An element of © is called a pattern string.

Definition 3 (a subset of L): Given language L and pattern
©, a subset of L,denoted by o < L,is defined as the set of

traces in L that take a pattern string of © as their substring or
subsequence, i.e. p={selL:3ue® s.t. u=Esor uYs}.

Definition 4 (pattern trace): Given . A subset of o, denoted
by v, (®), is defined as the set of strings in g ending with an
event which is the last event of a pattern string in @, i.e.,
Y (©)={scep:Tuce® st UcEsc or uolsc}. An
element of (©) is called a pattern trace.

Definition5 (the minimum length of pattern traces): Given

pattern trace set y (®). For any pattern trace s ey (©),
(s) denotes the minimum length of pattern traces, i.e.,

Imin

o (8)=_ i ([s])-

Formally, pattern predictability introduced in (Jéron, 2008) is
defined as follows.

Definition 6 (Pattern Predictability):A prefix-closed language
L generated by G is said to be pattern predictable w.r.t. ©, if
for Vsey (@), there exist neN and weS(u=s) st.
[Z(u) =1],

where N is the set of natural numbers and the function Z(u)
is defined as follows:

1,if(Vu'e (PP(u))NL)
Z(u)=s(vteL/u)(t|=n= (u'tep)) ; 3)
0, otherwise

The next example which comes from (Jéron, 2008) illustrates
the notion.

Example 1: Consider the plant G, shown in Fig.1, in which
the set of events is = ={f,, f,,a,b,c}.Let X, ={a, f,, f,} be
the set of unobservable events and event sequences f, f, and
f, f, be the patterns to be predicted.

.
(1)
N‘@f—»f

Fig. 1. Plant G, .

As seen from Fig.1, there are three branches containing the
patterns: bf,fc* fbf,c*and fabcf,c*.After the observation

of b from the behavior of the system, it can be determined

that the patterns will occur in the future. Therefore, G, is
pattern predictable as described in (Jéron, 2008).

Assume that G, is a networked system and the maximum
observation delay is one event (i.e. £=1). When event b is

observed, the system is either in state 1, 3 or 8, or in state 4, 5
or 9. If the system is in the state 5, it may be too late to
predict the occurrence of the pattern f, f, since the event

sequence fbf, has been triggered. In the case, the pattern in
the G, cannot be predicted before it occurs. In other words,

the pattern predictability proposed by T. Jéron et al. does not
describe the case.

Therefore, it is necessary to propose a new notion of pattern
predictability in the case of observation delays.

Definition 7 (k-step Pattern Predictability): Let the maximum
observation delays of G be u. A prefix-closed language L
generated by G is said to be k-step pattern predictable
w.rt © and g, if (neN) st (Vsey, (@))(JuvesSauvs
AV Z 1+ KICu) =1],

where N is the set of natural numbers and the function C(u)
is defined as follows:

Lif(vu'e (7] 7, (u)NL)
Cuy=J(vteL/u)(t|zn=u'tep) ; 4)
0, otherwise

Intuitively, the definition means that for any trace s
containing a pattern string and ending with an event which is
the last event of the pattern string, there exists a strict prefix
uv and the length of vis greater than or equal to the sum of
steps of maximum delays and advance prediction, such that
any trace compatible with observation y,(u) will inevitably

be extended into a string that contains a pattern string. That is,
under the case of observation delays, upon the observation of
%,/(u), one can predict a pattern k steps before it occurs.

Proposition 1: Given w and pattern @, if Gis k-step pattern
predictable, then G is (k—i)—step pattern predictable for
i=12,..,k-1.

Proof: if G is k-step pattern predictable, then for all
se¥ (©), there exists a uveS and uv=s such that
IV| = (z+k) and C(u)=1. For the uv, if |v|>(x+k) then
IM[>(ze+k —i). Therefore, C(u)=1still holds. That is, G is
(k —1) — step pattern predictable.

Now, Let us relate pattern predictability (Jéron, 2008) to the
notion of k-step pattern predictability.

Remark 1: Given system G and pattern ®, let 4 =0 and

k=0.In this case, k-step pattern predictability degenerates
into pattern predictability. That is to say, the language L
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generated by G being k-step pattern predictable w.r.t. ® and
 is equivalent to the fact that the language L is pattern

predictable w.r.t. ®. Therefore, k-step pattern predictability
generalizes the pattern predictability introduced by T. Jéron
etal. in (Jéron, 2008).

The following example further explains the notion of k-step
pattern predictability.

Example 2: Let us consider the plant Gz described in Fig.2,
in which the set of events is X ={a,b,c,d,e}and 0 is the
initial state. Suppose that k =1and x=1.Let £ ={c,e} be

the set of unobservable events and the pattern under
consideration be the set ® ={cb, de}.

OO D@D

Fig. 2. Plant G,

By a simple inspection of éz in Fig.2, it is known that there
are three branches which contain pattern string cbor de, i.e.,
¢» ={adcb™, abcab*, abccde*} and ¥ (®)={adcb,abcab, abccde}.

Let’s now show that for each trace s in ¥ (©), there exists a

strict prefix uv and the length of v is greater than or equal to
p+k, such that each string u'in L that records the same

observed behavior as u and its long enough continuation
t,ie.u't,isin p.

Let s = adch(abcab orabccde) and uv = adc(abca or abced).
Clearly, uv €. Pick u=a, v=dc(bca or bced), then |v|>
p+k (ie. |v|=2). 1t can be inferred that ,'( z,(u))NL
={a,ad,ab}, L/a={dcb* bcab* bccded*}, L/ad ={cb*}
and L/ab ={cab*,ccded*}. For any x'<{a,ad,ab}and te
L/, ||t|| >n=(u'tep).

Based on the above analysis, it can be known that for any
string se ¥ (@), there is a u=a and uves such that
|V||> z£+k and C(u) =1. Therefore, the language L generated
by é2 is one step pattern predictable w.r.t. ®and g That is,

after the observation of the event a, it is certain that the

pattern cbor de will be occurred at least one step later in
case of observation delay y=1.

4. VERIFICATION OF K-STEP PATTERN
PREDICTABILITY

In this section, an algorithm is developed to verify the
property of k-step pattern predictability. In the work of (Jéron,
2008), an algorithm for verification of pattern predictability is

based on the construction of a verifier automaton. However,
the algorithm cannot be directly used to verify the property of
k-step pattern predictability. Hence, this paper presents a
novel polynomial-time verification of k-step pattern
predictability based on the similar verifier (Jiang, 2001; Yoo,
2002). Furthermore, the new algorithm can be used to verify
the pattern predictability proposed by T. Jéron et al.; see
Example 5 for details.

4.1 Verification algorithm

Since the verification algorithm provided later requires some
concepts, let's introduce them first.

Definition 7: Given two sets A and B, use A—B to denote
that the elements in set B are removed from the set A.
Definition 8: Le G, = (X,,Z,,5,, X, Xg) and Gy = (X5,
35,05, X2, X2) be two FSA. Define the product FSA of
G, and G; as G,xG; =(X 5,2 s5,0ns"
Xps S Xax X, X% =2, xP)and X228 ={(X,,%s) € X 5 :
X, € X2 Axg € XB}. For V(x,,X;) € X,5, the transition
function 6,5 ((X,, Xg), 0) = (0, (X,, 0), 05 (Xg,0)) if 5,(X,,0)
e X, and &;(Xg,0) € X, otherwise, undefined.

X218 x28), where

Definition 9: The state reached by a pattern trace is called a
failure state; otherwise, is called a normal state. Denote the
set of failure states by $($ < X) and

d={xeX:3sey, (@) st 5(x,s)=x} (5)
denote the set of normal states by X, and X, =X -38.

Definition 10: Given set 9, a subset of X, denoted by
V(9), is defined as the set of states whose immediate
successors belong to 9, i.e.,

V(@ ={xe X, :doeZst 5(x,0) eI} (6)

Definition 11: For each state x € X, 4., (x) denotes the
minimum number of steps required such that a pattern can

occur from x, i.e.,
()= min__(s). W

seL(G,x)Ad(X, s)eV( 9)

Note that 4

min

from state x .

(x) is undefined when patterns never happen

Definition 12: Given the value of g and k, the boundary
states, denoted by Q. is defined as the set of states in X,

+k 1

from which after u+k steps, a pattern will occur, i.e.,

Qo =tx e Xy 1 A, (%) = (u+K)}- (®)

Definition 13: Given set 9, let us define another subset
of X,, denoted by A. States belonging to A are

approaching stable states from which there exists at least a
trace cannot reach any failure state. This set is given by:
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A={xeX,:IseXst (Vn=0)A([s| =n) = 5(x,5) & 9} (9)

Now an algorithm is presented for verification of k-step
pattern predictability.

Algorithm 1:

Given a networked DES G = (X,X,6, X, %, 4) and a set of
pattern strings ® ={s,,s,,...,S,}. Where m is an integer.

Step 1: For each ie{l,2,..., m}, construct automaton H, for
pattern string s, € ©.

Let s, =aa,..a, X for an integer n, build a FSA H,
= (Xpy .05 %0 %" ), where X, ={0,1.2,....[s, [}, X" =0,
X' =i and for all x e(X,, —{Js[}) and o €,

X+l o=a,

o (10)
X  otherwise

5Hi (x,0)= {

Step 2: Construct automaton GH for recognizing the pattern

traces of G.

The automaton GH is constructed by the synchronous product
of G and H,fori=12,...,m,ie.,

GH =é><Hl><...><Hm. (11)

In GH , the strings that reach the marked states are the pattern
traces of G.Put them into set ¥, (©). Based on ¥ (0),
compute the value of 1 ;. (s).

Let's give a lemma first. The lemma reveals the relation of k-
step pattern predictability and |, (S).

Proposition 2: L generated by G is not k-step pattern
predictable w.r.t. @ and wif I . (S) < (u+k).

Proof: ifl

but there is no uveS(uvss) and |v|>(u+k) such that

(s) < (u+k) means that there exists as e ¥ (),

min

C(u) =1. Therefore, L generated by G is not k-step pattern
predictable w.r.t. ® and .

Consider Example 2 again. It is already known that
¥, (@) ={adch, abcab, abccde}. Clearly, |1, (s)=4. Suppose

u=2and k=21 (s)<u+k, thus L of GZ is not k-step
pattern predictable w.r.t. ® and .

min

Step 3: Establish the set of boundary states €2, and the set
of approaching-stable states A.

According to the pattern traces of G, compute 4 and V(9).
Then establish boundary states set €2, and approaching-
stable states set A, respectively.

Step 4: Construct verifier automaton V. .

Based on the automaton G, construct verifier automaton Vs
The verifier automaton is a finite-state automaton

Vé = (XV121®1X\/,0)-

where X, < X x X is the set of states; X, , =(X,,%,) is the
initial state of the verifier; &, (x,,0) is the state transition
function defined as follows:

(12)

If ceX ,then

uo’

& (4, x2), ) ={(6(x, 0), %), (X, 6(X,, 0)), (5(x;, 0),6(X,, 0))}.
If X, then

& (X4 x2),0) ={(6(x,0)), 6(X,, 0)}-

Step 5: Check if there exists a state in the V, satisfying the

condition (13) given by Theorem 1 below. If the answer is
yes, then L is not k-step pattern predictable w.r.t. ® and
u; otherwise, L is k-step pattern predictable w.r.t. ® and .

Theorem 1: Let | (s) > («+k) and V, be the verifier of

min
G L generated byé is not k-step pattern predictable w.r.t.
©and g iff there exists a state (x;, x,) € X, in automaton V,
such that

[x e AlA[x, €Q, ., ] (13)

Proof: (=) Suppose that L is not k-step pattern predictable
w.rt. ®and u. There exists a string s € ¥ (®) such that for
all uv es(uv = s,||v| = (u+k)), C(u) =1. That is to say, for
all uv, there existu'e (x"z,(W))NL), teL/u'(|t]=n) such
that u't ¢ g. Let 5(x,,u) =x, and 5(x,,u’) = x,. According to

the definition of boundary states set and approaching-stable
states set, there are x, e, and x, € A. Thus, condition (13)

holds.

(<) Suppose that there exists a state x=(x;,X,) € X,, such
that x, e A and x, €Q, . Let s, eL(V,) be a string of V,
such that &, (X, 4,S,) = X. Let 6(X;,S,) = X,. By the definition
of V., Jsel such that P(s)=P(s,) and &(X;,s)=Xx,.

According the definition of approaching-stable states give by
(9), 3t X such that st ¢ . By Definition 7, L is not k-step

pattern predictable w.r.t. ®and .

Remark 2: Let us discuss the complexity of the above
proposed verification algorithm. For the first step, since the

number of states of H, is |XHi | and the number of feasible
transitions from every state is |2| the construction of H,
takes O(|XHi ||Z|) time. The time complexity of step 2 and step
3are O(X,, ||X||Z[) and O( X||Z]), respectively. The number
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of states of V, is in the worst case equal to |X|2. Moreover,
the maximum number of transitions of states in the Vé is

equal to [X]. The time complexity of step 4 and step 5 is
O(|X|2|Z|).So the overall computational complexity of the
approach is polynomial.
4.2 lllustrative examples
To illustrate the algorithm, following examples are presented.
Example 3: Consider the plant éz shown in Fig.2 again,

where ¢ and e are unobservable events and pattern is
® ={ch,de}. Suppose k =1and x=1.Example 2 has shown

that L generated by éz is k-step pattern predictable w.r.t.
®and u. Now verify this conclusion through Algorithm 1.

Let s, =cband s, =de. The first step is to construct automata
H, for pattern strings s;,i =1,2, which are shown in Fig.3 and
Fig.4, respectively. Note that state 2 is the marked state.

2\
B——D—t—®

Fig. 3. Automaton H,.

The
O—L—D——Q)

Fig. 4. Automaton H,.

Fig. 5. Automaton G,,, .

In the Fig.5, (10,2,1), (13,2,0) and (14,1,2) are marked states,
which indicates that the strings that reach them are the pattern
traces. Therefore, ¥, (®) ={adcb, abcab, abccde}. Clearly, for

se¥ (@), I, (s)=4and I
traces of W (@), it is known that the set of failure
={10,13,14}. Further, V(9) ={6,1112}, the set of
boundary states Q,,, ={L4,7}and the set of approaching-
stable states A={0,2,5,9}.

min min (S) > (/-l+ k) By the pat'[ern

states 4

Now construct verifier automaton \A , which is shown in
Fig.6.
By a detailed inspection of Fig.6, it is known that V., does

not contain any state satisfying the condition (13). Thus,

according to Theorem 1, L of GZ is k-step pattern predictable
w.rt. @and .

c
6,6 3,6 99

bl c
[7.7] [78\|88||1111||1010||66|
< g lC d b 5 b
[ 8.8 | [12,12] [13.13]
d 2 € Ub

53

[88 |[1m1

T D

[8.8] [12.12] [13.13] [12,12] [14.14] [12,14]

l&bﬁ, o~ 4 b

[12,12] [14,14] [12, 14] [14,14] [12,14] [14,14]
RS
14,14] [12, 14||14 14| [14, 14]

d

[10, 1o|
(€4

le—

'8
le——1

d

Fig. 6. Verifier automaton V, .

Example 3 considers the language L that is k-step pattern
predictable w.r.t @ and 4. The following example is a counter-

example to show that L is not k-step pattern predictable w.r.t.
Oand pu.

Example 4: Consider the plant é3 shown in Fig.7, which is a
variation of G,.Suppose that the pattern and £, ={c,e}. Let
k=land p=1

Fig. 7. G, of Example 4.

In the following, the result that L of GS is not k-step pattern
predictable w.r.t. ® and u will be verified by Algorithm 1.

Automata H,and H, are also constructed as that in Fig.3 and
Fig.4.The automaton G,, =G, x H, x H, is described by Fig.8.

Note that in the G3H, marked states are (10,2,1), (14,2,0) and
(15,1,2)}. By the marked states, it is known tha 9={10,
1415} and V(9)={6,11,12}. And Q , ={1L4,7}, A={0,12,
4,5,7,8,9,12,13}.
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Since the system has no communication delays and does not
consider advance prediction, let z=0and k =0.

Automaton H, for pattern string f, f, and automaton H, for
f,f, are constructed as that in Fig.11 and Fig.12. The

automaton G,,, =G, xH,, i = 1,2, is constructed as Fig.13
shows.
Fig. 8. Automaton G,, . R
D=L

Verifier automaton V, is constructed as that shown in Fig.9.
Fig. 11. H, of Example 5.

2 Z\A
G—L DL

Fig. 12. H,of Example 5.

Fig. 13. G, of Example 5.

As Fig.13 shows, (6,0,2), (5,2,1) and (10,2,1) are marked
states. Therefore, 9={6,5,10} and V($={4,3,9}.And there

={4,3,9} and A={0,2,7,8,9.11,12}.

are Q.

Fig. 9. Verifier Automaton Vé‘a. Verifier automaton V, is shown in Fig.14.

In the V, , the states with thick borders are (1,1), (4,4), (4,7),

(7,7) and (7,8), which satisfy the condition (13). Therefore,
L of (33 is not k-step pattern predictable w.r.t. ® and u by
Theorem 1.

Finally, another example is given to illustrate the algorithm
can also be used to verify the pattern predictability proposed
by T. Jéron et al.

Example 5: Consider a variation of Example 1 shown in
Fig.10. @ ={f, f,, f, f, }and unobservable events are the same

as in Example 1. ; A
[10,10] [9.10 | [12.12] [12.12] [10,10] [5,10]
CE T U L
(€2
c [

Fig. 14. Verifier automaton V, .

In the Fig.14, (9,9) is a state with the thick border. As is
known that, 9 is not only a boundary state, but also an
approaching-stable state, i.e., (9eA)A(9€Q ). This

It is known that the language L of G, in Fig.10 is not pattern  satisfies the condition (13). Therefore, L of G, is not k-step
predictable w.r.t. ®in (Jéron, 2008). In the following, the
result will be verified again by Algorithm 1.

Fig. 10. (34 of Example 5.

pattern predictable w.r.t. ® and u by Theorem 1. That is, G4
is not pattern predictable.
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5. THE PREDICTOR

In this section, this paper will explain how to construct a
predictor that can be used to predict the occurrence of a
pattern on line. In the work of (Jéron, 2008), a similar
predictor was designed. However, the predictor cannot be
directly used to predict the occurrence of a pattern in a
networked DES with communication delays. Thus, it is
necessary to design a new predictor for the networked DES
so that it cannot only predict the occurrence of a pattern, but
also predict exactly how many steps the system may perform
before it occurs.

The construction of a predictor is completed in two steps.

The first step is to attach labels to the states of automaton G.
The details are as follows:

1) Attach N label to initial state and all approaching-stable
states.

2) Attach F label to failure states.
3) Attach F + label to the states of V(.9).

4) For eachi €{0,1,...,(u+ k—1J}, attach label F+(u+k-i)
to the states of Q

k=it

Here, N means that no patterns occur, the system is in a
normal state; F means that a pattern string has occurred and
the system is in a failure state; F + indicates that the system
is in a normal state, but a pattern string will occur

immediately; F+ (x+k—i) indicates that the system is in a
normal state, but a pattern string will occur after (u+k—i)
steps.

The second step is to construct the standard observer
automaton as follows:

ObS(G) = (X s Zgr G » XoF).

obs ?

(12)

where X, < 2% is the set of states, X, is the set of events and
S,

obs

by: forany X e X, and o€ X,

P Xops XZg —> X I the transition function. It is defined

O, (X, 0) =R(X,0). (13)

X € X, i the initial state defined by Xg™ =R(X,, €).

Remark 3: Let us discuss the complexity of the above
proposed construction procedure. For the first step, since the

number of states of G is|X|, and the number of feasible
transitions from every state is |2| attaching labels toG takes
O(|X||=)) time. The numbers of states of Obs(G) is in the
worst case equal to |2X | Moreover, the maximum number of
transitions of states in the Obs(G) is equal to|Z]. The time

complexity of step 2 is |2X |><|2|. So the overall computational

complexity of the approach is exponential.

Example 6: Once again, é2 of Example 2 is used to illustrate
the procedure described above.

From example 3, the initial state is 0 and approaching-stable
states are 0, 2, 5 and 9, attaching N label to them; Failure
states are 10, 13 and 14, attaching F label to them; 6, 11 and
12 are the states of V(9),attaching F + label to them; 1, 4
and 7 are the states of Q ., attaching F+(u+k) ie.

F+2 label to them; 3, 7 and 8 are the states of
Q attaching F +(u+k-1) i.e. F+1label to them.

k-1

The labeled G, is shown in Fig.15.

Fig. 15. The labeled G, .

Based on the labeled éz, a predictor is constructed as that in
Fig.16.

| 1F+2 3F+1 4F+2 |

b =
| AF+2 TF42+1 8F+1 11F+ 12F+ | | 3F+1 6F+ 10F |
a d b 7
‘ 11F+ 13F | | 12F+ 14F | 10(F)
)
b
£ b
13F 14F
)
b d

Fig. 16. The predictor of G, .

When the predictor runs on-line and event ais observed, the
system may be in 1, 3 or 4 state. The implication of label
1F +2is that if the system is in state 1, then a pattern string
will occur after two steps; label 3F +1 means that if the
system is in state 3, then a pattern string will occur after one
step; label 4F +2 means that if the system is in state 4, then a
pattern string will occur after two steps. Based on the above
analysis, it can be determined that a pattern string will occur
at least after one step.

6. CONCLUSIONS

This paper presented new results on pattern predictability of
networked DESs. The new notion of k-step pattern
predictability is defined and an off-line algorithm is described
to verify the property. It is shown that the off-line algorithm
is polynomial in the number of states of the system.
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Moreover, a predictor is designed to predict the occurrence of
a pattern during the operation of the system. In future work,
the pattern predictability of fuzzy networked DESs or
stochastic networked DESs will continue to be considered.
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